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Exeautive Overview

PGP is a pulic key encryption program which has brought powerful cryptography to the
mases. Largely though the dforts of one man, Phil Zimmermann, this program has all owed
anyone with accessto the internet to oltain afree ©py of the program that has ended the
governmental monopdy on paverful encryption. By skill fully combining a number of existing
todsinto ahighly portable program, Zimmermann creaed a milestone program which gave
individuals accessto virtualy unkregable ayptography at no cost.

The introduction d PGP was nat withou problems. The U.S. Senate, FBI, and RSA Data
Seaurity al fought against PGP’ s use on various grounds. With the release of the most recent
version d PGP, the patent infringement questions posed by RSA have been solved. However,
the government investigation into Zimmermann's export of muniti ons, the government’s
clasgficaionfor cryptographic software, continues to this day.

PGP offers awide variety of options to the user. These include the ability to send
documents over inseaure dhannels which can orly be read by the intended redpient, and no o
else. PGP also manages puldic and private keyrings, which are used in the encryption process
Ancther function d PGP isthe production d digital signatures, which prove that a document
was produced by a particular person. Lastly, PGP isvery portable and robust; it can be compiled
onamost any computer system, and can produce output which can be safely sent over the
internet.

The future uses of PGP and aher pulic key encryption programs are widespread. Many
of the arrent problems with data seaurity could be solved with the widespread implementation
of cryptography. There ae plans for expanding the use of pubdic key cryptography into al forms
of data ommunicaions. The only significant concern is the government’ s continuing fight to
keep powerful encryption ou of the hands of United States citi zens.
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Seaurity andthe Internet: The History and Uses of PGP

Introduction

Over the past few yeas, the use of the internet to exchange information has expanded
tremendowsly. The number of people using the net is difficult to gauge, but estimates of 20to 30
milli on people have been made by many people. This growth is expeded to continue & an
exporential rate for the foreseedl e future.

Most people do nd redi ze that any information sent or recaved viathe internet can be
intercepted by any of the nodes along the path from sender to recever. Digital communicaions
are more susceptible to unndiced ateration a interception than more traditional methods of
communicaion. Whileinformation recorded on @per must be manually read by ahuman in
order to be understood, dgital information can be scanned almost instantaneously by computers
that can seach vdumes of datalooking for any requested key words, or other important
information.

The news media ae littered with examples of tampering with digital communicaions.
Most of the reportsinclude descriptions of hadkers breging in to dgita vaults, and retrieving
classfied personal information. Most hadker attadks are harmless as the sil ent investigators
simply want to seeif they can succeel in breging through seaurity systems, and do nd alter the
information that they uncover. However, some people use the information urcovered for
personal benefit.

Whoislistening to you?

If youare atrusting person, you may question the need for seaurity when sending email
messages. However, considering the patentia for eledronic forgery and surveill ance, it isagood
ideato na send any information ower the internet that needs to be kept private. Whileit is
unlikely that arandam hadker will i ntercept your innccuous nate to afriend, ou government has
anumber of agencies with the adility, desire, and authority to eavesdrop onany of your private
conversations, whether they are sent eledronicdly or nat.

Over the past couge of decales, the NSA and CIA have increased their eff orts to monitor
the ommunicaions of all US citizens. With therecent end d the cold war, the US intelli gence
community has difted itsfocus inward, looking at the adivities of the people they are
suppasedly proteding: the American people. The extent and reasons for thisincreased
survelll ance were described well by JohnPerry Barlow in an article that he wrote in the
November 1993isaue of Communicdions of the ACM. In the following quae, Barlow describes
the dfed of Exeautive Order 12333,isued by President Reagan ealy in hisfirst term.

"In ather words, the intelli gence ommunity was edaficdly charged with investigative
resporsibility for international criminal adivitiesin the aeas of drugs and terrorism.
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Furthermore, within certain fairly loose guidelines, intelli gence organizations are
"authorized to coll ed, retain or disseminate information concerning United States
persons' that may include "incidentally obtained information that may indicae
involvement in adivities that may violate federal, state, locd or foreign laws."

Given that the NSA monitors asignificant portion d al eledronic communicaions
between the U.S. and aher courtries, the oppatunities for "incidentall y obtaining"
information that might incriminate Americansinside America ae gred.

Also, ower the ourse of the Reagan-Bush administrations, the job d fighting the war on
drugs graduall y spread to every element of the exeautive branch.

Even the Department of Energy isnow involved. At an intelligence @mmunity
conferencelast winter | head a proudspeed from a DOE official in which he talked
abou how some of the bomb-designing supercomputers at Los Alamos had been turned
to the peacéul purpose of sifting through huge pil es of openly avail able data...
newspapers, courthouse reaords, €etc., ...in seach of patterns that would expaose drug
users and traffickers. They are selling their resultsto a variety of "lawful authorities,”
ranging from the Southern Command d the U.S. Army to the Panamanian Defense
Forces to various courty sheriff's departments.

History of PGP

With the expanding governmental effort to eavesdrop on pivate mnversations, the

demand for personal cryptography hasincreased. Becaise of problems with traditional, single
key cryptographic dgorithms, a need developed for sending seaure information ower inseaure
channels.

The problems of traditional cryptography were overcome with the introduction d the first

widely avail able program to implement an effedive pullic key cryptosystem: PGP. By
combining severa algorithms developed by others, Phil Zimmermann developed PGP. This
program, which was able to run onPC’s, was originaly released in June 1991. Mr.
Zimmermann, in the well written help fil e, described why he wrote PGP.

If privagy isoutlawed, orly outlaws will have privagy. Intelligence agjencies have
accessto good cryptographic techndogy. So dothe big arms and drug traffickers. So do
defense contradors, ol companies, and aher corporate giants. But ordinary people and
grasgoaots paliti cd organizations mostly have not had accessto aff ordable "military
grade" pulic-key cryptographic techndogy. Until now.

PGP empowers people to take their privagy into their own hands. Theresa
growing socia need for it. That'swhy | wroteit.

In order to insure that his program would be avail able to anyone who wanted it, he

dedded to give PGP away as freavare. But theintroduction d PGP had arocky start, as many
diff erent organizations did na want the pullic to be aleto uili ze the power of PGP.



In the spring of 1991, after the end d the Gulf War, amessage from Bill Murray, a
seaurity consultant for the NSA warned of athrea to pubicly available ayptography. Buried
within Senate Bill 266, an anti-terrorism bill authored by Senators DeConcini and Biden, was a
sentence which stated that “providers...and manufadurers of eledronic communicaions srvice
equipment shall ensure that communicaions g/stems permit the government to oltain the plain
text contents of voice, data, and aher communications when appropriately authorized by law.”
This email message cacaded aaossthe internet, and sooncameto the atention d Phil
Zimmermann. Heredized that if this bill becane law, it would essentially outlaw privately held
cryptographic programs sich as PGP.!

Kelly Goen, afriend d Phil Zimmermann and defender of cryptographic techndogy for
the masses, was given a opy of PGP by Mr. Zimmermann. Upon treaing of the impending
thred to private seaurity being debated by our government, he went onamissonto dstribute
PGP as widely as possble.

D-day, defending freedom

On aweekend aroundthe first of June, Goen began udoading complete PGP to
systems aroundthe U.S. He cdl ed several times, telli ng me his progress

He was driving aroundthe Bay Areawith alaptop, acoustic couder and a cdl ular
phore. Hewould stop at a pay-phore; upload a number of copies for afew minutes, then
disconred and rush off to ancother phore miles away.

He said he wanted to get as many copies satered as widely as passble aoundthe
nation kefore the government could get an injunction and stop hm.

| thought he was being rather paranoid. In light of the foll owing, perhaps he was just
being redistic.

Government courter-attadks
Abou two yeas after the PGP uploads, the government began threaening to proseaute
Zimmermann for ill egal trafficking in munitions - cryptography. [He wasfirst visited by
U.S. Customs agentson Feb. 17, 1993. For more than two yeas, they have been
investigating whether he “exported” PGP. It appeas at presstime that they will probably
proseaute him.

The dlegation seemsto be that, since he permitted someone dse - over whom he had
no control anyway - to udoad PGP to some Internet hosts inside the United States,
Zimmermann thus exparted this controll ed munition!?

"Warren, Jim. “The Perseaution o Phil Zimmermann,” Micro Times, April 1995. Posted to
comp.arg.cpsr.talk by Jm Warren onApril 4, 1995and repaosted to alt.seaurity.pgp onApril 5,
1995 ly Zbigniew Fiedorowicz.

2Warren, Jm. “The Perseaution o Phil Zimmermann,” Micro Times, April 1995. As posted
to alt.seaurity.pgp.



That's right, the federal government classfies encryption as a munition, and restricts its
exportationinto foreign courtries.  As of the writing of this paper, Phil Zimmermann's legal
situation hes remained urchanged. The government is gill i nvestigating his case, but has yet to
begin aformal tria for trafficking in munitions.

The most recent development in this areais the federal lawsuit that the Eledronic
Frontier Founditionis gorsoring in an attempt to overturn the export control laws on
cryptographic materials. Thislawsuit, which was filed onFebruary 21, 1995¢clamsthat the
laws regulating export of cryptographic documents and software ae unconstitutional. Their
pressrelease, which was posted to numerous faurity and cryptographic related newsgroups as
well asthe EFF sweb site, explains the need for more widespread use of cryptography as well as
the unconstitutionality of the arrent laws.

“EFF believes that cryptography is central to the preservation d privagy and seaurity in
an increasingly computerized and retworked world. Many of the privacy and seaurity
violations alleged in the Kevin Mitnick case, such as the theft of credit card numbers, the
reading of other people’s eledronic mail, and the hijading of other peoples’ computer
acourts, could have been prevented by widespread deployment of thistedindogy. The
U.S. government has oppased such deployment, feaing that its citizens will be private
and seaure from the government as well as from other vandals.

The problem is that the government currently treas cryptographic software asif it were a
physicd wegponand highly regulatesits dissemination. Any individual or company who
wants to export such software -- or to pubdish onthe Internet any “technicd data” such as
papers describing encryption software or algorithms -- must first obtain alicense from the
State Department. Under the terms of this license, eat reapient of the li censed software
or information must be tradked and reported to the government. Penalties can be pretty
stiff -- ten yeasinjail, amillion ddlar criminal fine, pluscivil fines. Thislega scheme
effedively preventsindividuals from engaging in atherwise legal communicaions abou
encryption.

The lawsuit chall enges the export-control scheme & an “impermissble prior restraint on
speed, in violation d the First Amendment.” Software and its associated
documentation, the plaintiff contends, are pulished, nd manufadured; they are
Congtitutionall y proteded works of human-to-human communicaion, like amovie, a
book, o atelephore mnwersation. These mmmunicaions canna be suppressed by the
government except under very narrow condtions -- condtions that are not met by the
vague and owerbroad export-control laws. In denying people the right to pubdish such
information fredy, these laws, regulations, and procedures unconstitutionally abridge the
right to spedk, pulish, to associate with athers, and to engage in acalemic inquiry and
study. They also have the dfed of restricting the avail ability of ameans for individuals



to proted their privacgy, which is also a Constitutionall y protected interest.”?

Until the laws concerning the aopyrights and petents of eledronicaly pulished materials
have been clarified, | believe that this case will remain ursettled for along time. However, the
EFF states that it is“firmly committed to thislong term projed,” and bkelieves that the
governments pasitionisin violation d the Constitution.

In additionto his problems with the feds, Zimmermannwas, urtil recently, a'so uncer
attadk by RSA Data Seaurity. All versions of PGP prior to 2.6included a pulic key algorithm
which is patented in the United States by RSA Data Seaurity. The most recently released
versions of PGP utili ze adlightly different set of algorithms which do na infringe on the patent
held by RSA.

Uses of PGP

By now | hope that you are wondering what is © valuable with PGP that has caused the
Senate to attempt to criminalize it, and the U.S. Customs officeto investigate Phil Zimmermann
for ill egal export of munitions. PGP isaflexible utility program that all ows the user to perform a
variety of message encryption and authenticaion functions. By using a mixture of various
command line parameters PGP will allow youto attach adigital signature to adocument or
binary file, compressthe fil e, encrypt the fil e, and convert the encrypted fil e to aformat suitable
for transmisgon va anail. In hisbook,Proted Your Privagy: A Guide for PGP Users Willi am
Stalli ngs provided agood owerview of the functions provided by PGP. Figure 1 (contained at the
end d this paper), which is modeled after asimilar diagram found d page 28 d Stallings book,
shows the various processes that PGP uses to provide aseaure methodfor transfer of
information.

Key Management

In addition to the processes shown onthe diagram, PGP will aso manage public and
private key rings. The proper management of keysisthe most important asped of maintaining a
seaure transmisson d data. PGP normally uses two dff erent keyrings. the pulic keyring, and
the private keyring. Y our pullic keyring is afil e which contains the keys of all people that you
exchange messages with. Whenever you want to encrypt a message, PGP will ask youwho the
redpient is, so that their publdic key can be used in the encryption process Your private keyring
isusually much smaller than the pulic keyring. It will only contain your own private key(s) that
are used to sign messages and ceaypt messages snt to you by others. This keyring file must be
kept seaure if you want to ensure areasonable level of privacy. However, PGP does offer a bit of
extra seaurity just in case your private keyring fall s into the hands of someone dse. Whenever

3McCandlish, Stanton, EFF Sues to Overturn Cryptography Restrictions, posted to numerous
privacy and seaurity related NetNewsgroups on February 21, 1995 and aso avail able onthe
World Wide Web at http://www.eff .org/puld EFF/Poli cy/Crypto/ITAR_export/Bernstein_case/.
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you ceaypt amessage sent to you, @ sign amessage using your private key, you must typein a
seaet pasphrase which is used to encrypt the seaet keyring on dsk. The private key can orly
be used if you enter the mrred pasphrase.

Keeguing your pasphrase totally confidential is one of the important areas for maintaining
aseaurity when using PGP. If your seaet keyring file containing your private key is smehow
obtained by ancther person, your pasphrase is the only barrier to atotal lossof al seaurity
offered by PGP. In hisbookProted Your Privagy, Willi am Stalli ngs devotes an entire dhapter to
theimportance of setting up aseaure pashrase. He alvises that you shoud pick a pashrase
that is difficult for othersto guess bu not that difficult to remember. This can be more
challenging than it seems. One benefit of PGP isthat it does not have any length restrictions on
pasgphrases, so you could use an entire sentence & apasphrase. Of course, you will be forced
to type this same phrase every time that you want to encrypt, deaypt, or sign messages. Stalli ngs
quaes a study of performed by a Unix system administrator, in which a passvord guessng
program was able to determine the passwvords of almost 25% of the users of many various
systems. Many people dhose eaily guessable passwvords, such as their acaount name, common
surnames, and words foundin the system dictionary. He strongly encourages users of PGP to
resist the temptationto use pasphrases that can be eaily guessd.

If your private key and pasphrase is discovered by athird party, that personwould have
the adility to deaypt any PGP messages that were intended for you. They would also be @leto
forge your digital signature, and claim to be youin email messages. If youlean that your private
key has been discovered by someone dse, PGP will allow you to generate akey revocaion
catificate that must to sent to everyone with whom you exchange encrypted messages. This
catificate informs other people that you private key has been violated, and to na trust any
messages sgned with that key.

After you have determined that you have aeded a seaure pasphrase for yourself, you can
being the processof building a puldic keyring containing the keys of al the people with whom
youwill be exchanging messages. First of al, when you davnload PGP, you will also recave a
copy of the pubic keys of Phil Zimmermann and some of his cohats. If you examinethis
keyring with the coommand pgp -kvv, youwill seethat many of the keys have been signed by
other people.

Signing pubic keys, your own pulic key as well as other people keys, is one way to
build upan eledronic web dof trust. Whenever you sign a pulic key with PGP, the program asks
you the foll owing question gior to adually signing the key:

READ CAREFULLY:: Based onyour own dred first-hand knavledge, are you

absolutely certain that you are prepared to solemnly certify that the dowve pulic key

adually belongsto the user spedfied by the dbove user ID (y/N)?

This questionis PGP sway of trying to help you insure that you only sign keys that are valid, and
belong to the user that they claim to be from. However, effedive key management is one aeain



which PGP isladking. Thisfault isnot aproblem with the program itself, bu rather with the
users of the program. In order to insure that you do no add bayus puldic keys to your keyring,
there ae two approades used to certify pulic keys.

The “web of trust” method,which | previously mentioned, is amethodthat all ows you to
allow certain people that you knav and trust to introduceyou to ather users of PGP. You can
configure the various pulic keys onyour keyring to al ow certain people whom you trust to ad
as“introduces.” Theseintroducers can vouch for the identity of the person whose public key
you havereceved. PGP can be aonfigured so that you must have more than ore introducer
vouch for any new person added to your web of trust.

In order to clarify this rather esoteric discusson d key management, | will try to give a
description d how a “web dof trust” could be implemented. Say that you have started using PGP
to exchange messages with two dfferent people, Alice and Bob. Youtrust bath of the them, and
have receved copies of their pulic keys. Aliceisvery carefully abou which keys that she signs.
She will usually only sign the keys of people that she has met in person, a have been introduced
to her by a wugde of closefriends. Bob, onthe other hand, islesscareful abou which pubic
keysthat he signs. He has been knawvn to sign keys of people that he has never met in person, his
only contad being afew email messages. Even though you knav and trust both Alice and Bob
personally, you shoud orly alow Aliceto ad as an “introduce” to add rew people to your
puldic key ring. If yourecave anew pulic key from Charlie with Alic€ s sgnature atached to
it, and have told PGP that Alice can betrusted as an introducer, Charlie' s key will be
automaticdly accepted by PGP asvalid. However, if yourecave akey from David that has been
signed orly be Bob, PGP will not trust the validity of this sgnature, unessthere is ancther, more
trusted, signature dso attached to it.

In additionto the “web of trust” method d verifying the validity of pulic keys, some
corporations have begunto df er key certificaion services viathe internet. One of the more well
known of these key serversisthe SLED corporation. In order for individuals to make their
pulic keys easily accessble to anyone in the world, they can, for asmall feg send a wpy of their
pulic key to SLED, along with verification d their identity in the form of some official
document. The SLED corporationwill then add the individua’s pubdic key to their database, and
also sign the pubic key, adding an additional measure of validity to the key. The Stable Large
Email Database (SLED), in additionto its srvices as a pulic key server, also functionsas a
database of email addresses. The database can be queried either through the use of email
messages, or by filli ng out aform ontheir World Wide Web page.

The services provided by SLED add to the e&e of use of PGP, aswell as giving PGP
added legitimacy. By utili zing both the decentrali zed “web of trust” method d spreading pulic
keys, along with the centralized key server functions of SLED, a PGP user can be fairly certain
that they have avalid pubic key for the people with whom they are exchanging documents. For
example, if yourecave anew pubic key of someone that you have never met before, via one of
your trusted introducers, you can seach SLED for the new person’s puldic key. If youfindther
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key, and the fingerprints on bdh copies of their key match, then you can rest asaured that you
have avalid key. Of course, this assumes that the new person has had their pulic key certified
and stored by SLED. This databaseisnot intended to ad as the only source of puldic keys. Only
veteran PGP users are likely to pay the twenty ddlar registration feethat SLED asks for
catification. After paying this one-time feg your puldic key can by easily obtained by anyone
with internet access smply by sending amessage to ‘key@fourll.com,” or conneding to
“http://www.fourl1l.com/ onthe world wide web.

Digital Signatures

Digital signatures are another function d PGP that all ows youto be cetain that the
sender of amessageisredly whothey claim to be. Thetext of asigned dacument is sent through
a hash functionincluded with PGP, cdled MD5. The output from MD5 is afixed sized
“fingerprint” of thefile. When this“fingerprint” is encrypted with your private key, the result is
adigital signature. Usually, the signature is appended to the end d the document sent with PGP.
When the digitally signed message is receved, the signature can be verified by the recever by
deaypting your signature with your pullic key, which revedsthe original “fingerprint” of the
document. Thereceaver's copy of PGP makes its own “fingerprint” of the document that was
recaved, and compares this to the one that was attached to the document. If these two
fingerprints differ in any way, then the message was changed somewhere on the path from sender
torecever. If thefingerprintsareidenticd, then you can befairly certain that the document was
not altered duing transmisgon, and that it came from the person who claimed to sendiit.

Encryption and Deayption

Encrypting and deaypting documents are the most widely known functions of PGP.
Instead of using the rather slow RSA algorithm to encrypt the entire text of documents, PGP
performs athreestep processto encrypt messages. Oncethe message has been dgitally signed
(if thisoptionis chasen), it isfirst compressed using the freavare ZIP utility that is commonly
found onmany Unix systems. Then the compressed message is encrypted using a onventional
single key encryption algorithm cdled IDEA, using aone-time sesson key. Finally, the short
sesson key used by IDEA is encrypted with the pullic key of the intended reapient(s) of the
message using the RSA pullic key encryption algorithm. This RSA encrypted key is appended
to the IDEA encrypted message, and the whole document can then be anwerted to “ascii armor”
format, if so desired. The “ascii armor” prevents any alterations to the message whileit is
transmitted over the internet. An additional benefit of this processisthe fad that PGP encrypted
messages are usually smaller in size than plaintext. Thisis becaise text messages are highly
compressble, and even with the addition d adigital signature and the RSA encrypted sesson
key, the resulting ciphertext is usually small er than the plaintext hidden within the message.

The ZIP compresson algorithm is compatible with PKZIP, ore of the most widely used

compresson programs ontheinternet. Zimmermann chose the ZIP agorithm becaise it isfast,
andit isfredy avail able for use within ather programs. Compressng plaintext before encryption
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also adds an additional measure of seaurity. If abruteforce dtad is made on a PGP encrypted
document, even if the atadker somehow discovers the rred RSA and IDEA keys, the plaintext
resulting with be compressed, and therefore unintelli gible to the human eye.

The IDEA agorithm is smilar to the government suppated DES encryption agorithm,
but is accepted by mathematicians and cryptol ogists as being a much more seaure encryption
algorithm. The primary reasonfor this added seaurity isthe longer key size used by IDEA. DES
utili zes a 56-bit key for encryption, while IDEA uses a128hit key. This additional key size
makes IDEA exporentialy more difficult to bre& by a brute force atadk, where dl possble keys
aretried in an attempt to dedpher an encrypted message through the use of automated code
bre&ing programs.

Finally, the version d the RSA agorithm that has been utili zed by al versions of PGP
since2.6,isfreefrom the patent infringement problems that plagued ealier versions of PGP.
The new versions include the RSAREF tod kit algorithm which RSA Data seaurity has al owed
to be used withou royalties. Because of peauliarities of pulic key encryption agorithms, much
larger key sizes are needed to ensure aseaure key. When creaing a new pulic/private key pair
with PGP, you are given the option d choasing a key size ranging from 512to 1024 litsin size.
Most knowledgeable PGP users encourage the use of 1024 ht keys, asthey are the least
susceptible to brute forcedeayption efforts. PGP will alow the aedion d key pairs of any size,
but the time required to generate keys increases exporentially as key sizes are increased linealy.
With the computing power avail able today, the likelihood d a brute force atadk succeelingona
1024 bt key isvery small.

Advantages and Disadvantages of PGP

In general, PGP has numerous uses for insuring the seaurity of datatransmisson. First of
al, the source mde of PGP is very portable, and has been compiled onmany diff erent platforms,
including PC’'s, Madntosh, Unix systems, VAX's, and even Amigas. PGP is aso ableto convert
text fil es between these diff erent systems, so that they can be @rredly receved with the proper
cariage return and line feed combination reeded onthe particular platform. Secondy, all
respeded cryptol ogists acknowledge that PGP provides a pretty goodlevel of protedionfor
encrypted messages and cata. Finally, the government has not been invalved in the devel opment
of PGP. Unlike any government approved encryption algorithm, the source @de of PGP is
widely avail able, and hes been investigated by many cryptographic authorities. No ore has found
any “trap doas’” in PGP which would reducethe strength of encryption.

PGP also has a number of disadvantages. First of all, it isdifficult to learn and wse dl of
the functions provided for seaurity. The format of all PGP commands isidenticd to the structure
of most Unix commands. PGP [-options] [fil ename] [keyring]. Unlessyou are aUnix veteran,
youwill have adifficult timeleaning all of the mmands that PGP have available. Secondy,
PGP adds an additional step to the processof sending a message or document to another person.
Whil e many programs which integrate encryption are in the planning and cevelopment stages,
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very few have made it into widespread use. Thirdly, the governmental restrictions on encryption
have made the development of encryption programs for worldwide use virtually impossble. Any
program which dff ers reasonable strength encryptionis gill considered amunition,andis subjed
to highly restrictive export regulations.

Future Developments

Thereishope that some, if not al, of the disadvantages of PGP will be eventually
overcome. The acane command line format for PGP has been improved uponin two o the
operating systems under which PGP operates. The Madntosh version d PGP all ows users to
point and click to choose most of the options avail able with PGP. Also, awide variety of
Windows front-end programs have been released which dff er the same type of interfaceto
Windows users. However, the underlying program is gill based onthe cmmmand line interface
of the original program, and some of the more obscure cmmands can orly be utili zed by editing
command li ne parameters within awindow. Future versions of PGP shoud all ow for
development of better graphicd interfaces.

The lad of integration with ather programsis aso being dedt with by today’ s applicaion
developers. There ae plans for many email programsto offer encryption as an ogtion. While
most of these programs do nd plan to use PGP diredly, they will li kely use the pulic key
encryption methodthat was popuarized by PGP. Two widely known appli caions have plans to
integrate pulic key encryptionin future releases.

The Netscgpe corporation hes annourced pansto integrate encryptioninto its popuar
World Wide Web browser. Thisplanis cdled the Seaure Sockets Layer, or SS_. It would
operate & the Presentation level of the OSI model, and would therefore be unndiced by users of
Netscagpe. Theonly indicaion d its presencewould be asmall key, either broken or unkroken,
at the bottom left corner of the screen. A broken key indicaes that the aurrent link daes not
suppat S, andistherefore inseaure, while asolid key indicaes suppat for Netscgpe's SS.
agorithm.

The second pdentia applicaion d pulic key encryptionis being debated onthe internet
today. It isknown as Privacy Enhanced Mail, and would integrate encryptioninto al email
messages ent over theinternet. Asthis applicaionis gill i n the planning stages, noapplication
suppats PEM today.

The governmental restrictions on export of cryptography may be the most difficult to
overcome. Considering that the government usually takes every passble oppatunity to expand
its power (e.g. the cdl for increased FBI powersin the wake of the Oklahoma City bombing),
and fights every attempt to reduceitsinvestigative aithority, the EFFwill have along fight onits
hands in attempting to overturn the governmental restrictions on cryptography. The only solution
to this problem will be afundamental change in the goals of government. | believe that the
government shoud try to proted the rights of the people, rather than the power of federa

13



institutions.
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BOB
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This is a PGP message
from Bob to Alice. Bob
will sign and encrypt
the message before
sending it to Alice.

!

Signature

This is a PGP message
from Bob to Alice. Bob
will sign and encrypt
the message before
sending it to Alice.

!

Signature

Thisisa PGP message from
Bobto Alice. Bob will sign
and encrypt the message
before sending it to Alice.

I

,

D/hYz949avHVAt5Upju
Xn8L790AD/nluV3ypu
nEHMEcMBB1K9Y8Zo
JOYAmMF2BslIpLbjDkn+i
JQE/iZa05qedl 6W a04F
wW8cg2NrOpa7cSMor
5/gAmJtHmMEBbi2jQDe
mWt/hOal89RvipdGOx

Figure 1 - Stepsto Encryption

Unsigned, plaintext
document

Digital signature added
(MD5/RSA) using
sender's private key

Document with
signature compressed

Compressed file
encrypted with one-time
session key (IDEA)

Encrypted copy of
session key added (RSA)
using receiver's public
key

File converted to ASCI|
armor format

ALICE
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This is a PGP message
from Bob to Alice. Bob
will sign and encrypt
the message before
sending it to Alice.

T

Signature

This is a PGP message
from Bob to Alice. Bob
will sign and encrypt
the message before
sending it to Alice.

T

Signature

Thisisa PGP message from
Bobto Alice. Bob will sign
and encrypt the message
before sending it to Alice.

i

D/hYz949avHVAt5Upju
Xn8L790AD/nluV3ypu
nEHMEcMBB1K9Y8Zo
JOYAmF2BslpLbjDkn+i
JQE/iZa05qed| 6W a04F
wW8cg2NrOpa7cSMor
5/gAmJtHMEBbi2jQDe
mWt/hOal89RvipdGO0x

M essage transferred by
any method
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Signature verified using
sender's public key
(RSA)

File decompressed
reveding signature and
plaintext message

File decrypted using
one-time session key
(IDEA)

One-time IDEA session
key recovered using
recipient's private key

ASCII armor removed

Message in ASCII armor
format
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